SubstCipher Example.nb

al phabet 0 = " ABCDEFGHI JKLMNOPQRSTUVWKYZ" ;

frequency[txt_]:= (FT = Array[Function[i, {Characters[al phabetO][[i]],
Count [Characters[txt], Characters[al phabetO][[i]1]1]1}], 261;
FT = Transpose[FT];
FT = Transpose[{FT[[2]] /N[Appl y[Plus, FT[[2]111, FT[[1]11}1;
Reverse[Sort [FT]1]);

Subst Ci pher [key_, text ] : = StringRepl ace[text,
Tabl e[StringTake[al phabetO, {i }] -> StringTake[key, {i}], {i, 1, 26}11;

C pher Text =

"KRJ NJZKQCY GZKIYYGFJZNJ CFJZNV DCO NQICKIM GZ | G KV | GBJ VICQO CFT DGKR KRI
OGFZ&ZF TI KRJ ZCKGTZCY QINUQEKV CNK AV HQIOGMIZK KQUPCZ KRJ ZCKGTZCY QJNUQEKV
CNK NROCQFIM KRJ MBQINKTQ TI NJZKQCY GZKIYYGFJZNJ DGKR NTTQMGZCKGZF ZCKGTZCY
GZKIYYGFIZNJ CNKGBGKEIO CZM NTQQIYCK&ZF JBCYUCKGZF CZM MBOQIPGZCKGZF
GZKIYYGFIZNI DRGNR CI'1 JNKO ZCKGTZCY QINUQEKY KRJ NGC GO CZ (ZMIHIZMIZK
CFJZNV QIOHTZOGAYJ KT KRJ HQIOGMIZK CZM CNNTUZKCAYJ KT KRJ CPJ
HITHYJ KRQTUFR KRJ GZKJYYGFJZNJ TBIJQOGFRK NTPPGKKJJO TI KRJ UO NTZFQIQOO';

frequency [C pher Text ]

({0.136364, J}, {0.111364, K}, {0.102273, Z}, {0.102273, G}, {0.0818182, C},
(0. 0636364, N}, {0.0477273, Y}, (0.0477273, T}, {0.0477273, Q}, {0.0454545, O},
(0. 0409091, R}, {0.0409091, F}, {0.0272727, M;, {0.0181818, V}, {0.0181818, U},
(0.0181818, |}, {0.0136364, H}, {0.0113636, P}, {0.00909091, D},

{0.00909091, B}, {0.00681818, A}, {0, X}, {0, W, {0, S}, {0, L}, {0, E}}

Guess fromfrequenciesthat Jise:

Subst Ci pher [" ABCDEFGH eKLMNOPQRSTUWWKYZ', Ci pher Text ]

KRe NeZKQCY GZKeYYCGFeZNe CFeZNV DCO NQeCKeM GZ | G KV | GBe VeCQO CFT D&KR KRe OGFZGZF
TI KRe ZCKGTZCY QGeNUQEKV CNK AV HQeOGMVeZK KQUPCZ KRe ZCKGTZCY QGeNUQGKV CNK
NRCQFeM KRe MEQeNKTQ Tl NeZKQCY GZKeYYCGFeZNe DEKR NTTOQMEZCKGZF ZCKGIZCY
&KeYYGreZNe CNKGBGKCGeO CZM NTQQeYCK&ZF eBCYUCKGZF CZM M300e PGZCKGZF
G&ZKeYYG-eZNe DRGNR Cl | eNKO ZCKGTZCY CeNUQGKV KRe NGC GO CZ ZMeHeZMeZK
CFeZNV QeOHTZOGAYe KT KRe HQeOGWeZK CZM CNNTUZKCAYe KT KRe CPeQGNCZ
HeTHYe KRQTUFR KRe GZKeYYCGFeZNe TBeQOGFRK NTPPGKKeeO TI KRe UO NTZFQeQO

Nowguess that Kist :

Subst Ci pher [" ABCDEFGHI et LMNOPQRSTUVWKYZ", Ci pher Text ]

t Re NeZt QCY GZt eYYGFeZNe CFeZNV DCO NQeCteM GZ | GtV | GBe VeCQO CFT DG R t Re OGFZGZF
TI tRe ZCt GTZCY CeNUQAV CNt AV HQeOGMeZt t QUPCZ t Re ZCt GTZCY CeNUQR V CMt
NRCQFeM t Re MGQeNt TQ Tl NeZt QCY GZt eYYGFeZNe DG R NTTQVGZCt GZF ZCt GTZCY
GZt eYYGFeZNe CNt GBG GeO CZM NTQQeYCt GZF eBCYUCt GZF CZM MBOCePGZCt GZF
GZt eYYGFeZNe DRGNR Cl | eNt O ZCt GTZCY OeNUQG V t Re NGC GO CZ GZMeHeZMeZt
CFeZNV QeOHTZOGAYe t T t Re HQeOGMeZt CZM CNNTUZt CAYe tT t Re CPeQGNCZ
HeTHYe t RQTUFR t Re GZt eYYGFeZNe TBeQOGFRt NTPPGiteeO Tl tRe UO NTZFQeOO

The first word (t Re) suggeststhat Rish:

Subst Ci pher [" ABCDEFGHI et LMNOPGhSTUVWKYZ', Ci pher Text ]

the NeZt QCY GZt eYYGFeZNe CFeZNV DCO NQeCteM GZ I GitV | GBe VeCQO CFT DG h the OGFZGZF
TI the ZCt GTZCY CeNUQE V CNt AV HQeOGMeZt t QUPCZ the ZCOt GTZCY CeNUQ® V CNt
NhOQFeM t he MBQeNt TQ Tl NeZt QCY GZt eYYGFeZNe DG h NTTQVGZCt GZF ZCt GTZCY
GZt eYYGFeZNe CNt GBGA GeO CZM NTQQeYCt GZF eBCYUCt GZF CZM MBOOePGZCt GZF
GZt eYYGFeZNe DhGNh Cl I eNt O ZCt GIZCY OeNUQR V the NGC GO CZ GZMeHeZMeZt
CFeZNV QeCHTZOGAYe tT the HQeOGMEZt CZM CNNTUZt CAYe t T the CPeQGNCZ
HeTHYe t hQTUFh the GZt eYYGFeZNe TBeQOGFht NTPPG teeO Tl the UO NTZFQeQO

The wordt Tsuggeststhat Tiso:
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Subst Ci pher [" ABCDEFGHI et LMNOPGhSoUVWYZ"', Ci pher Text ]

the NeZt QCY GZt eYYGFeZNe CFeZNV DCO NQeCteM &Z 1AtV 1 GBe VeCQO CFo D& h t he OGFZGZF
ol the ZCt GoZCY CeNUQE V CNt AV HQeOGWeZt t QUPCZ the ZCt GoZCY CeNUQR V CN
NNCQFeM t he M3QeNt 0Q ol NeZt QCY GZt eYYGFeZNe D& h NooQVIZCt GZF ZCt GoZCY
GZt eYYGFeZNe CNt GBG GeO CZM NoQQeYCt GZF eBCYUCt GZF CZM MB0CePGZCt GZF
GZt eYYGFeZNe DhGNh Cl1eNt O ZCt GoZCY CeNUQE V t he NGC GO CZ &ZMeHezZMeZt
CFeZNV QeCHoZOGAYe to the HQeOGweZt CZM CNNoUZt CAYe to the CPe
HeoHYe t hQoUFh t he GZt eYYGFeZNe 0BeQOGFht NoPPGteeO ol the UO NoZFQeQO

Theword ol suggeststhat | isf ornorr. | haslowfrequency andnandr are conmon,
soguessthat | isf:

Subst Ci pher [" ABCDEFGHf et LMNOPGhSoUVWKYZ"', Ci pher Text ]

the NeZt QCY GZt eYYGFeZNe CFeZNV DCO NQeCteM GZ fGFtV fGBe VeCQO CFo DG h t he OGFZGZF
of the ZCt GoZCY CeNUQG V CNt AV HQeOGMWeZt t QUPCZ the ZCt GoZCY CeNUQE V CNt
NhCQFeM t he MEQeNt 0Q of NeZt QCY GZt eYYGFeZNe D& h NooQMGZCGt GZF ZCt GoZCY
GZt eYYGFeZNe CNt GBBG GeO CZM NoQQeYCt GZF eBCYUCt &ZF CZM MEOCePGZCt GZF
GZt eYYGFeZNe DhGNh Cf f eNt O ZCt GoZCY CeNUQG V t he NGC GO CZ GZMeHeZMeZt
CFeZNV QeOHoZOGAYe to the HQeOGWeZt CZM CNNoUZt CAYe to the CPe
HeoHYe t hQoUFh t he GZt eYYGFeZNe o0BeQOGFht NoPPG t eeO of the UO NoZFQeQO

Thereareseveral 2 -l etter words (&Z AV GOCZ) not i nvol vi ng e,
o, t, orf. ThissuggestsGisi andCisa:

Subst Ci pher [" ABaDEFi Hf et LMNOPGhSoUVWKYZ"*, Ci pher Text ]

the NeZt QaY i ZteYYi FeZNe aFeZNV DaO NQeateM i zZ fiftV fiBe VeaQO aFo Dith the O FzZi ZF
of the ZatiozZaY CeNUQ tV aNt AV HQeO MezZt tQUPaZ the ZatioZaY CeNUQ tV aNt
NhaQFeM the M QeNt 0Q of NeZt QaY i ZteYYi FeZNe Dith NooQM Zati ZF Zati oZaY
i ZteYYi FeZNe aNti Biti eO aZM NoQQeYati ZF eBaYUati ZF aZM M OCePi Zati ZF
i ZteYYi FeZNe Dhi Nn affeNt O Zati oZaY CeNUQ tV the Nia i O aZ i ZMeHeZMeZt
aFeZNV QeOHoZG AYe to the HQeO MezZt aZM aNNoUZt aAYe to the aPeQ NaZz
HeoHYe t hQoUFh the i ZteYYi FeZNe oBeQO Fht NoPPi tteeO of the UO NoZFQeQO

Nowfi ftVsuggestsVisy,

fi Be suggests Bisv,

Di thsuggeststhat Disw, ZatioZaYsuggeststhat ZisnandYisl,
and NoPPi tt eeOsuggests Nisc PismandOiss:

Subst Ci pher [" AvawEFi Hf et LMcsnhSoUyWKl n*, Ci pher Text ]

the centQal intelliFence aFency was cQeateMin fifty five yeaQ aFo with the siFninF
of the national secUQty act Ay HQesi Ment tQUman the national secUQty act
chaQFeM the M QectoQ of centQal intelliFence with cooQM nati nF nati onal
intelliFence activities anM coQQel ati nF eval Uati nF anM M sseni nati nF
intelliFence which affects national secUQty the cia is an i nMeHenMent
aFency QesHonsi Ale to the HQesi Ment anM accoUntaAl e to the ame@ can
HeoH e thQoUFh the intelli Fence ove@i Fht comrittees of the Us conFQess

Therestisclear: Qisr, Fisg, Misd, Uisu, Aisb, Hisp:
Subst Ci pher [" bvawEgi pf et Ldcsnr hSouyWKl n*, C pher Text ]

the central intelligence agency was created in fifty five years ago with the signing
of the national security act by president truman the national security act
charged the director of central intelligence with coordi nating nati onal
intelligence activities and correl ating eval uati ng and di ssem nating
intelligence which affects national security the cia is an independent
agency responsible to the president and accountable to the anerican
peopl e through the intelligence oversight comrittees of the us congress

Not et hat t he actual frequeci esinthis nessage donot
coneinthesaneorder asthefrequenciesin"normal" English
text. We hadtousedi grans ad short words to breakthecipher.



